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Abstract

While working to deliver an app that send commands to the vehicle, | noticed it will not function properly when the phone battery dies. | thought to have the other regular key
as alternative solution but the customers did not like to carry the bulky keys. | did some research and came up with a credit card form factor with the same functionalities of
aregular key. | added value of Bluetooth chip that connects to the app. | also realized some customers own multiple vehicles and | added a memory chip to save the key
learning of up to four vehicles. From the app we can decide what the active profile is.

Asystem includes a mobile device and a fob, each having a short-range wireless transceiver. The mobile device is programmed to transmit a message to the fob indicating
a fob action using the mobile device transceiver. The fob is programmed to, using the fob transceiver, receive the message and transmit a second message to a vehicle
requesting the vehicle to perform the fob action.

In one or more illustrative examples, a system includes a mobile device and a fob, each having a shortrange wireless transceiver. The mobile device is programmed to
transmit a message to the fob indicating a fob action using the mobile device transceiver, and the fob is programmed to, using the fob transceiver, receive the message and
transmit a second message to a vehicle requesting the vehicle to perform the fob action.

In one or more illustrative examples, a method includes transitioning a fob into valet mode by sending a wireless short-range message to the fob responsive to receiving
input to a mobile device to set the fob into valet mode; and transitioning the fob from valet mode into full access mode by sending a second wireless short-range message
to the fob responsive to receiving second input to the mobile device to remove the fob from valet mode. In one or more illustrative examples, a system includes a mobile
device and a fob, each having a short-range wireless transceiver. The mobile device is programmed to, responsive to user input, fransmit a message using the mobile
device transceiver to the fob to transition the fob from being configured to control a first vehicle profile to being configured to control a second vehicle profile, and the fob is

programmed to, using the fob transceiver, receive the message and control the second vehicle.
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Introduction

Aspects of the disclosure generally relate to a key fob that supports
multiple vehicles and multiple frequencies to connect to the vehicles via a
Bluetooth Low Energy Module (BLEM). Vehicle key fobs may be used to
allow a user to gain access to a vehicle. Some fob devices operate such
that when a key is pressed on the fob, the device sends a code to the
vehicle to instruct the vehicle to unlock the vehicle. Passive-entry key fobs
operate to provide response to a challenge pulse train sent by the vehicle,
where if a proper response is received by the vehicle then the door may
be unlocked by a user grasping the door handle. Phone-as-a-key (PaaK)
systems are being introduced to allow users to utilize their phones to unlock
a vehicle without requiring a key fob device. These systems may operate
similar to a key fob, but where the phone communicates with the vehicle
over BLUETOOTH or other mobile device wireless technologies [1-5].

What is claim:

A method comprising: transitioning a fob of a user, the fob providing
access to a first vehicle, from full access mode into valet mode, by sending
awireless short-range message from a cellular phone of the user to the fob,
responsive to receiving first input to a user interface of the cellular phone
to set the fob into valet mode; transitioning the fob from valet mode into
full access mode by sending a second wireless short-range message from
the cellular phone to the fob, responsive to receiving second input to the
user interface of the cellular phone to remove the fob from valet mode; and
transitioning the fob from a first profile for controlling the first vehicle to a
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second profile for controlling a second vehicle, by sending a third wireless
short-range message to the fob, responsive to receiving a third input to
the user interface of the cellular phone to set the fob to utilize the second
profile.

The method of claim 1, wherein the first input to the cellular phone
to set the fob into valet mode includes entry of a Personal Identification
Number (PIN), and the second input to the cellular phone to remove the fob
from valet mode includes reentry of the PIN.

The method of claim 1, further comprising displaying a mode status
by the cellular phone indicating whether the fob is in valet mode or in full
access mode.

The method of claim 1, wherein one or more of the wireless short-range
message, the second wireless short-range message, and the third wireless
short-range message are sent using the BLUETOOTH protocol.

The method of claim 1, further comprising discovering an advertisement
of the fob to connect the fob to the cellular phone.

The method of claim 1, further comprising: activating fob short-range
wireless functionality responsive to input to a fob control of a first duration;
and entering the fob into advertisement mode for a predefined period of
time responsive to input to the fob control of a second duration greater than
the first duration.

A system comprising: a cellular phone and a fob, each corresponding
to a user and having a short-range wireless transceiver, the cellular phone
programmed to, responsive to first user input, transmit a first message
using the transceiver of the cellular phone to transition the fob from
providing access to a first vehicle in a full access mode into providing
access to the first vehicle in a valet mode, the fob being programmed to,
using the fob transceiver, receive the first message and transition from the
full access mode to the valet mode, the cellular phone further programmed
to, responsive to second user input, transmit a second message using the
transceiver of the cellular phone to transition the fob from providing access
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to the first vehicle in the valet mode into providing access to the first
vehicle in the full access mode, the fob being programmed to, using the
fob transceiver, receive the second message and transition from the valet
mode to the full access mode, and the cellular phone further programmed
to, responsive to third user input, transmit a third message using the
transceiver of the cellular phone to transition the fob from being configured
to utilize a first vehicle profile to control the first vehicle to instead being
configured to utilize a second vehicle profile to control a second vehicle,
the fob being programmed to, using the fob transceiver, receive the third
message and control the second vehicle.

The system of claim 7, wherein the cellular phone is further programmed
to display a user interface including a plurality of vehicle selection controls,
each vehicle selection control corresponding to a different vehicle to be
controlled by the fob, the different vehicle to be controlled including at
least the first vehicle and the second vehicle, wherein the third user input
includes a selection to one of the vehicle selection controls.

The system of claim 8, wherein the cellular phone is further programmed
to display, in the user interface, an indication of which vehicle is currently
configured to be controlled by the fob.

The method of claim 1, further comprising displaying a user interface
including a plurality of vehicle selection controls, each vehicle selection
control corresponding to a different vehicle to be controlled by the fob, the
different vehicle to be controlled including at least the first vehicle and the
second vehicle, wherein the third user input includes a selection to one of
the vehicle selection controls.

The method of claim 10, further comprising displaying an indication of
which vehicle is currently configured to be controlled by the fob.

The system of claim 7, wherein the firstinput to the cellular phone to set
the fob into valet mode includes entry of a Personal Identification Number
(PIN), and the second input to the cellular phone to remove the fob from
valet mode includes reentry of the PIN.

The system of claim 7, wherein the cellular phone is further programmed
to display a mode status by the cellular phone indicating whether the fob is
in valet mode or in full access mode.

The system of claim 7, wherein one or more of the first message, the
second message, and the third message are sent using the BLUETOOTH
protocol.

The system of claim 7, wherein the fob is further programmed to send
an advertisement of the fob, and the cellular phone is further programmed
to discover the advertisement of the fob to connect the fob to the cellular
phone.

The system of claim 7, wherein the fob is further programmed to:
activate fob short-range wireless functionality responsive to input to a fob
control of a first duration; and enter the fob into advertisement mode for a
predefined period of time responsive to input to the fob control of a second
duration greater than the first duration [6-10].

Detailed Description

Asrequired, detailed embodiments of the presentinvention are disclosed
herein; however, it is to be understood that the disclosed embodiments are
merely exemplary of the invention that may be embodied in various and
alternative forms. The figures are not necessarily to scale; some features
may be exaggerated or minimized to show details of particular components.
Therefore, specific structural and functional details disclosed herein are
not to be interpreted as limiting, but merely as a representative basis for
teaching one skilled in the art to variously employ the present invention [11].

16 Claims, 9 Drawing Sheets

Figure 1 illustrates an example system including a fob 110 configured
for communication with a mobile device 104 and with a vehicle 102. The
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Figure 1. An example system including a fob configured for communication with a
mobile device and with a vehicle.

vehicle 102 may include various types of automobile, Crossover Utility
Vehicle (CUV), Sport Utility Vehicle (SUV), truck, Recreational Vehicle (RV),
boat, plane or other mobile machine for transporting people or goods. In
many cases, the vehicle 102 may be powered by an internal combustion
engine. As another possibility, the vehicle 102 may be a Hybrid Electric
Vehicle (HEV) powered by both an internal combustion engine and one
or more electric motors, such as a Series Hybrid Electric Vehicle (SHEV),
a Parallel Hybrid Electrical Vehicle (PHEV), or a Parallel/Series Hybrid
Electric Vehicle (PSHEV). As the type and configuration of vehicle 102 may
vary, the capabilities of the vehicle 102 may correspondingly vary. As some
other possibilities, vehicles 102 may have different capabilities with respect
to passenger capacity, towing ability and capacity, and storage volume.

Themobile device 104 may be any of various types of portable computing
device, such as cellular phones, tablet computers, smart watches, laptop
computers, portable music players, or other devices having processing
and communications capabilities. The mobile device 104 may include one
or more processors configured to execute computer instructions, and a
storage medium on which the computer-executable instructions and/or data
may be maintained. The mobile device 104 may further include various
wireless transceivers, such as a BLUETOOTH or BLE transceiver.

The vehicle 102 may include an array of BLEMs 106 that may be
configured to facilitate communication between the mobile device 104 and
the vehicle 102. For instance, each BLEM 106 may be connected to one or
more antennas to form an array that may be used to triangulate or otherwise
detect the location of the mobile device 104. The BLEMs 106 may be further
configured to send and receive messaging between the mobile device 104
and the vehicle 102, e.g., to provide for the performance of challenge-
response sequences and/or to receive commands from the vehicle 102. In
an example, the fob 110 may connect to the closest detected BLEM of the
BLEM 106 antennas in the vehicle 102. As shown the vehicle 102 include
eight BLEMs 106, but it should be noted that implementations may include
more or fewer antennas.

The fob application 108 may include instructions that, when executed
by the one or more processors of the mobile device 104, cause the mobile
device 104 to perform operations to facilitate access to the vehicle 102. In
an example, the fob application 108 may cause the mobile device 104 to
display a user interface including controls similar to those of a key fob, e.g.,
lock, unlock, start, etc. In another example, fob application 108 may cause
the mobile device 104 to interact as a passive entry device with the vehicle



AlHihi Z.

Global J Technol Optim, Volume 12:1, 2021

102, providing presence information to the BLEMs 106 that allows the
vehicle 102 to detect that an authorized used of the vehicle 102 is nearby.

By executing the fob application 108 to control communication of the
mobile device 104 with the BLEMs 106 of the vehicle 102, the mobile device
104 may be used to unlock, start, or otherwise access the vehicle 102.
However, establishing a stable connection between the mobile device 104
and the BLEMs 106 can be challenging in certain environmental conditions.
Moreover, if the mobile device 104 is lost or has insufficient battery charge
remaining, the user may be unable to send commands to the vehicle 102
from the mobile device 104, effectively causing the user to be locked out of
the vehicle 102. As many PaaK systems do not include a physical key, the
user may have no backup method to gain access to the vehicle 102. Yet
further, many PaaK systems lack valet mode functionality.

The fob 110 is an electronic communications device configured to allow
a user to gain access to a vehicle 102. Some fobs 110 operate such that
when a button or other control is pressed on the fob 110, the fob 110 sends
acode to the vehicle 102 to instruct the vehicle 102 to unlock. Passive-entry
key fobs 110 operate to provide response to a challenge pulse train sent by
the vehicle 102, where if a proper response is received by the vehicle 102
then the door may be unlocked by the user grasping the door handle.

As shown, the fob 110 includes fob controls 112 which may be used to
select access functions to be performed to the vehicle 102. In an example,
the fob controls 112 may include an unlock button that when selected
causes the fob 110 to attempt to unlock the vehicle 102, a lock button that
that when selected causes the fob 110 to attempt to lock the vehicle 102, a
panic button that when selected causes the fob 110 to attempt to trigger the
vehicle 102 alarm, and a remote start button that when selected causes the
fob 110 to attempt to start the vehicle 102.

The fob 110 may be further configured to include BLUETOOTH, BLE,
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or other local communication functionality. This may allow the fob 110 to
connect directly to the BLEMs 106 (e.g., the closest BLEM 106), without
use of the mobile device 104. The fob 110 may accordingly make use of the
BLUETOOTH capabilities of the PaaK system via the BLEM 106 to allow
the fob 110 to operate as a backup to the mobile device 104. As the same
vehicle functionality would be used by the fob 110 and the mobile device
104, this solution does not require hardware changes to PaaK-enabled
vehicles 102.

The fob may include a connection control 114 to facilitate the connection
or reconnection of the fob 110 to various BLUETOOTH devices. In one
example, a single press of the connection control 114 may power on the
BLUETOOTH chipset of the fob 110 and direct the fob 110 to attempt to
reconnect the last bonded device (e.g., mobile device 104), while a long
press event may cause the fob 110 to power on the BLUETOOTH chipset
and also go into discovery mode, advertising the fob 110 for a predefined
period of time (e.g., one minute) to allow a new mobile device 104 to be
paired to the fob 110.

Figure 2A illustrates an example front view 200A of a device case 202
configured to hold the mobile device 104. The device case 202 may include
any of various devices that can house the mobile device 104. In an example,
the device case 202 may be composed of a plastic or rubber material, but
in other examples the device case 202 may use a variety of other materials,
such as wood, metal, or fiber.

Figure 2B illustrates an example rear view 200B of the device case 202
illustrating a holder 204 into which the fob 110 may be placed. The holder
204 may include, as some non-limiting examples, a recess, dock, slot or
other mechanism by which the fob 110 device may be fixed or otherwise
coupled to the device case 202. The fob 110 may be formed into the shape
of a card that fits into the device case 202 of the mobile device 104. This
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Figure 2. Device case;2A):An example front view of a device case configured to hold a mobile device; 2B): An example rear view of the device case illustrating a holder into

which a fob may be placed.
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may allow the fob 110 to be available as a backup to facilitate vehicle
102 entry without requiring the user to carry a separate fob 110 device.
However, the fob 110 may be removable from the device case 202 and in
that removed configuration may function as a regular key fob 110, without
requiring the use of the mobile device 104.

Referring back to Figure 1, the fob application 108 may be further
programmed to allow for the configuration of the operation of the fob 110.
In an example, the fob application 108 may be configured to configure to
utilize the mobile device 104 to program the fob 110 over a BLE connection.
This would allow the fob 110 to be configurable without the fob 110 having
other connectivity functions. For instance, the fob application 108 may allow
the user to utilize the fob 110 with multiple vehicles 102. In one example, the
fob application 108 may allow the user to learn transceiver codes for up to
four vehicles 102. Using the fob application 108, the user can switch which
of the vehicles 102 is the active vehicle 102 to be controlled by the fob 110,
as well as to update the frequencies or other settings used by the fob 110.

Figure 3 illustrates an example 300 of a user interface 302 of the fob
application 108 for connecting the mobile device 104 to a fob 110. In an
example, the user interface 302 may be displayed by the fob application
108 to the screen of the mobile device 104 if no fob 110 is detected by the
mobile device 104. The user interface 302 may include a message 304
indicating to the user that the fob application 108 is looking for nearby fobs
110. The message 304 may further indicate that the user should be sure
to enable BLUETOOTH for the fob. In one example, the user may press
and hold the connection control 114 of the fob 110 to place the fob 1110
into discovery mode. The user interface 302 may also include a reconnect
control 306 that, when selected, allows the user to request for the mobile
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Figure 3. An example of a user interface of the fob application for connecting the
mobile device to a fob.
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device 104 to again search for fobs 110, and a help control 308 that, when
selected, cause the fob application 108 to display further information
regarding the operation of the fob application 108.

Figure 4 illustrates an example 400 of a home user interface 402 of
the fob application 108 for controlling a vehicle 102 specified by an active
profile. The fob 110 may be configurable to control multiple vehicles 102.
As shown in the active profile label 404, the fob 110 is currently configured
to control “vehicle 1". The user interface 402 may further provide an
illustration 406 providing a representation of the active vehicle 102. This
representation may be an image of the same make, model, and/or color of
the active vehicle 102.

The user interface 402 further includes a set of virtual fob controls
408 configured to select access functions to be performed to the vehicle
102 indicated as being active in the active profile label 404. As shown,
the virtual fob controls 408 may include a remote start button that when
selected causes the fob application 108 to direct the fob 110 to attempt to
start the vehicle 102, a remote stop button that when selected causes the
fob application 108 to direct the fob 110 to attempt to remotely disengage
remote start for the vehicle 102, an unlock button that when selected causes
the fob application 108 to direct the fob 110 to attempt to unlock the vehicle
102, a lock button that that when selected causes the fob application 108
to direct the fob 110 to attempt to lock the vehicle 102, an open window
button that that when selected causes the fob application 108 to direct the
fob 110 to attempt to open a window of the vehicle 102, a close window
button that that when selected causes the fob application 108 to direct the
fob 110 to attempt to close a window of the vehicle 102, a trunk button that
that when selected causes the fob application 108 to direct the fob 110 to
attempt to unlatch and/or open the trunk of the vehicle 102, and a panic
button that when selected causes the fob application 108 to direct the fob
110 to attempt to trigger the vehicle 102 alarm. In an example, to perform
the requested functions, the fob application 108 may direct the mobile
device 104 to communicate with the fob 110 via BLUETOOTH, thereby
causing the fob 110 to communicate with the BLEMs 106 of the vehicle
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Figure 4. An example of a home user interface of the fob application for controlling
a vehicle specified by an active profile.
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102 via BLUETOOTH. In another example, the fob application 108 may
communicate with the vehicle 102 BLEMs 106 directly.

The user interface 402 further includes a set of screen controls 410
configured to select between various screens of the fob application 108. For
instance, the screen controls 410 may provide for selection of display of the
home user interface 402, display of a vehicles user interface 502 (discussed
in greater detail with regard to Figure 5), and display of a settings user
interface 602 (discussed in greater detail with regard to Figure 6). In an
example, the user interface 402 may have been displaced responsive to
selection of the home control from the screen controls 410. Moreover, the
screen control 410 corresponding to the currently-displayed user interface
may be bolded or otherwise highlighted to indicate the current selection. As
shown in the user interface 402, the home screen control 410 is highlighted
to indicate that the home user interface 402 is being displayed.

The user interface 402 also may include a status bar 412. The status
bar 412 may include information such as an indication of which user
interface is currently being displayed (e.g., the home user interface 402 in
this example), the charge level of the fob 110 (in this example, 98%), and
the mode in which the fob 110 is controlling the vehicle 102 (in this example
in valet mode, e.g., as opposed to full access mode).

Figure 5 illustrates an example 500 of a vehicles user interface 502 of
the fob application 108 for configuring the vehicles 102 controlled by the
fob 110. In an example, the vehicles user interface 502 may be displayed
responsive to selection of the vehicles screen control 410.

The vehicles user interface 502 may include vehicle selection controls
504 from which a user may select from one of a set of profiles for different
vehicles 102 to be controlled. As shown the system includes a set of four
vehicles 102, but this is only an example and the selection may be from
more or fewer vehicles 102. As evidenced by the highlight 506, the profile
for “vehicle 1" has been selected. The active vehicle profile label 508 also
indicates which vehicle profile is active (in this case “vehicle 17).

The user interface 502 also includes a new vehicle control 510 that,
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Figure 5. An example of a vehicles user interface of the fob application for
configuring the vehicles controlled by the fob.
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when selected, provides for the learning of profile information for the
vehicle profiles. In an example, the leaming of profile information may
include selection of one of the vehicle profiles to program (e.g., via
selection from vehicle selection controls 504), selection of information to
allow the fob application 108 to identify from a lookup table the wireless
frequency of operation of the vehicle 102 to be programmed (e.g., selection
of a region of operation of the vehicle 102, querying whether the vehicle
fob includes a remote start feature, indicating whether the vehicle 102
has pushbutton start), a learning procedure to learn information from a fob
currently configured to provide access functions for the vehicle 102, and
selection of attributes of the vehicle 102 to make the profile easier to identify
(e.g., make, model, color, etc. of the vehicle 102). The fob 110 may also be
learned to the vehicle 102, in a manner consistent with learning traditional
key fobs 110 to the vehicle 102. Once learned, the vehicle profile may be
selected for use from the vehicles user interface 502.

Figure 6 illustrates an example 600 of a settings user interface 602 for
the configuration of fob application 108 settings. As shown, the settings
user interface 602 includes various settings controls 604 that may be used
to learn about and configure the operation of the fob application 108.

For instance, the settings controls 604 may include a section of controls
that provide status information, such as a battery status controls that when
selected provides details such as battery state of charge for the fob 110, the
last time the battery charge level was retrieved, and the type of battery used
in the fob 110. The status information may also include a vehicle status
control that when selected provides details such as an identification of
which vehicle profile is active, a listing of the available vehicle profiles, and
whether there are any learned vehicle profiles available.

The settings controls 604 may also include an access mode control
that, when selected, allows the user to toggle the fob 110 between full
access mode and valet mode. Further aspects of the setup and use of the
valet mode are discussed in detail with respect to Figures 7 and 8. The
settings controls 604 may also include a regional frequency control that,
when selected, allows the user to reconfigure the frequency used by the
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Figure 6. An example of a settings user interface for the configuration of fob
application seftings.
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Figure 7. An example of a user interface for setting up a personal identification
number for valet mode.
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Figure 8. An example of a user interface for disabling valet mode.

fob 110. The settings controls 604 may also include a general information
section including controls to display help information regarding use of the
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fob 110 with the fob application 108, an about screen providing information
about the fob application 108 itself, and a feedback control that, when
selected, allows the user to provide feedback about the fob application 108.

Figure 7 illustrates an example 700 of a user interface 702 for setting
up a Personal Identification Number (PIN) for valet mode. In an example,
the user interface 702 may be provided responsive to the user selecting to
change the fob 110 from full access mode to valet mode using the settings
user interface 602.

As shown, the screen controls 410 and status bar 412 are updated to
indicate that user interface 702 is for setting a valet code. Additionally, an
enter PIN label 704 may be included to direct the user to enter a new PIN for
valet mode. The user interface 702 may also include keypad controls 706
through which the user can enter the PIN, as well as a PIN display 708 to
illustrate the PIN as it is being entered. Once completed, PIN code will be
required to move the fob 110 out of valet mode back into full access mode.

Responsive to entry of the PIN, the fob application 108 may direct the
fob 110 to move to valet mode. Once in valet mode, the fob 110 may be
detached and used as a fob 110 independent from the mobile device 104,
but only with the limited access provided to the vehicle 102 in valet mode.

Figure 8 illustrates an example 800 of a user interface 802 for disabling
valet mode. In an example, the user interface 802 may be provided
responsive to the user selecting to change the fob 110 from valet mode to
full access mode using the settings user interface 602.

As shown, the status bar 412 is updates to indicate that user interface
802 is for validating an entered valet code. Additionally, an enter PIN label
704 may be included to direct the user to reenter the PIN to exit the valet
mode. The user interface 802 may also include keypad controls 706 through
which the user can re-enter the PIN, as well as the PIN display 708 to
illustrate the PIN as it is being entered. The user interface 802 may also
include a remaining attempts label 804 indicating how many retries to re-
enter the PIN remain, as the user interface 802 may lock after a predefined
number of attempts have been completed incorrectly. The user interface
802 may also include a forgotten PIN control 806 that, when selected,
allows for the user to attempt to regain access if the PIN is lost.

Figure 9 illustrates an example process 900 for configuring the fob
110 to control a selected vehicle 102. In an example, the process 1000
may be performed by the mobile device 104 executing the fob application
108 and configured for communication with the fob 110. At 902, the mobile
device 104 and fob 110 connect. In an example, fob 110 discovery may be
activated using the connection control 114, and the mobile device 104 may
detect the fob 110. At 904, the mobile device 104 learns profile information
for control of a vehicle 102. In an example, the fob 110 may be learned to
the vehicle 102 as is traditional for key fobs. Additionally, the fob 110 may
be programmed to one of the vehicle profiles of the fob application 108 as
discussed above with respect to the user interface 502.

At 906, the mobile device 104 receives input selecting a profile for a
vehicle 102. In an example, the fob application 108 receives a selection
from the vehicle selection controls 504 of a vehicle profile to apply to the
fob 110. At 908, the mobile device 104 configures the fob 110 to control the
selected vehicle 102. In an example, the mobile device 104 communicates
to the fob 110 that a transition is to be made to the selected vehicle profile.
Accordingly, the fob 110 may be used to communicate with the BLEM 106
of the vehicle 102, as would otherwise be used to facilitate PaaK operation
using the mobile device 104.

At 910, the mobile device 104 updates the user interface of the mobile
device 104. In an example, the mobile device 104 may query the fob 110
for the current battery level of the fob 110, and may provide an indication
in the user interface of the current state of battery charge of the fob 110. In
another example, the mobile device 104 may indicate in the user interface
which of the vehicle profiles is active with the fob 110. After operation 912,
the process 900 ends.

Figure 10 illustrates an example process 1000 for transitioning the fob
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Figure 9. An example process for configuring the fob to control a selected vehicle.

110 in and out of valet mode. In an example, the process 1000 may be
performed by the mobile device 104 executing the fob application 108 and
configured for communication with the fob 110.

At 1002, the mobile device 104 receives input to transition the fob 110 to
the valet mode. In an example, the fob application 108 of the mobile device
104 may receive input to the valet mode setting control 604 requesting for
the fob 110 to be transitioned from full access mode into valet mode. This
may be done, for example, to give the fob 110 to a valet or other driver
who should be given only limited rights to the vehicle 102. For instance,
while in valet mode the vehicle 102 may have a lower maximum speed,
a geofence outside of which the vehicle 102 cannot travel (or if traveled
outside notifies the mobile device 104), inability to unlock the glove box or
trunk, etc. Additionally, when the fob 110 is in valet mode, the fob 110 may
be unable to be transitioned to control a different vehicle 102.

At 1004, the mobile device 104 receives a PIN code. In an example,
responsive to the input received at operation 1002, the fob application 108
of the mobile device 104 may display the user interface 702 for setting
up the PIN. Via the user interface 702, the user may enter a code that
is required to transition the fob 110 back to full access mode. In some
examples, if a PIN code has been previously set up, that PIN code may be
used without the mobile device 104 requesting a new PIN.

At 1006, the mobile device 104 transitions the fob 110 to the valet mode.
In an example, the mobile device 104 sends a message over BLUETOOTH
to the fob 110 to set the fob 110 into valet mode.

At 1008, the mobile device 104 receives input to transition the fob
110 out of the valet mode. In an example, the fob application 108 of the
mobile device 104 may receive input to the valet mode setting control 604
requesting for the fob 110 to be transitioned back to the full access mode.
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Figure 10. An example process for transitioning the fob in and out of valet mode.

At 1010, the mobile device 104 receives the same PIN code. In an
example, responsive to the input received at operation 1008, the fob
application 108 of the mobile device 104 may display the user interface
802 for receiving the previously set up PIN. Via the user interface 802, if the
correct PIN is entered, control passes to operation 1012. If the PIN is not
entered, the process 1000 ends.

At 1012, the mobile device 104 transitions the fob 110 to the full
access mode. In an example, the mobile device 104 sends a message over
BLUETOOTH to the fob 110 to set the fob 110 into full access mode. After
operation 1012, the process 1000 ends.

Conclusion

Computing devices described herein, such as the mobile device 104
and fob 110, generally include computer-executable instructions where the
instructions may be executable by one or more computing devices such as
those listed above. Computer-executable instructions, such as those of the
fob application 108, may be compiled or interpreted from computer programs
created using a variety of programming languages and/or technologies,
including, without limitation, and either alone or in combination, JAVA, C,
C++, C#, VISUAL BASIC, JAVASCRIPT, PYTHON, JAVASCRIPT, PERL,
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PL/SQL, etc. In general, a processor (e.g., a microprocessor) receives
instructions, e.g., from a memory, a computer-readable medium, etc., and
executes these instructions, thereby performing one or more processes,
including one or more of the processes described herein. Such instructions
and other data may be stored and transmitted using a variety of computer-
readable media.

With regard to the processes, systems, methods, heuristics, etc.
described herein, it should be understood that, although the steps of such
processes, etc. have been described as occurring according to a certain
ordered sequence, such processes could be practiced with the described
steps performed in an order other than the order described herein. It further
should be understood that certain steps could be performed simultaneously,
that other steps could be added, or that certain steps described herein
could be omitted. In other words, the descriptions of processes herein are
provided for the purpose of illustrating certain embodiments, and should in
no way be construed so as to limit the claims.

Accordingly, it is to be understood that the above description is intended
to be illustrative and not restrictive. Many embodiments and applications
other than the examples provided would be apparent upon reading the
above description. The scope should be determined, not with reference to
the above description, but should instead be determined with reference to
the appended claims, along with the full scope of equivalents to which such
claims are entitled. It is anticipated and intended that future developments
will occur in the technologies discussed herein, and that the disclosed
systems and methods will be incorporated into such future embodiments. In
sum, it should be understood that the application is capable of modification
and variation.

All terms used in the claims are intended to be given their broadest
reasonable constructions and their ordinary meanings as understood
by those knowledgeable in the technologies described herein unless an
explicit indication to the contrary in made herein. In particular, use of the
singular articles such as “a,” “the,” “said,” etc. should be read to recite one
or more of the indicated elements unless a claim recites an explicit limitation
to the contrary.

The abstract of the disclosure is provided to allow the reader to quickly
ascertain the nature of the technical disclosure. It is submitted with the
understanding thatitwill not be used to interpret or limit the scope or meaning
of the claims. In addition, in the foregoing Detailed Description, it can be
seen that various features are grouped together in various embodiments for
the purpose of streamlining the disclosure. This method of disclosure is not
to be interpreted as reflecting an intention that the claimed embodiments
require more features than are expressly recited in each claim. Rather, as
the following claims reflect, inventive subject matter lies in less than all
features of a single disclosed embodiment. Thus, the following claims are
hereby incorporated into the Detailed Description, with each claim standing
on its own as a separately claimed subject matter.

While exemplary embodiments are described above, it is not intended
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that these embodiments describe all possible forms of the invention.
Rather, the words used in the specification are words of description rather
than limitation, and it is understood that various changes may be made
without departing from the spirit and scope of the invention. Additionally, the
features of various implementing embodiments may be combined to form
further embodiments of the invention.
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